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e YES

* Anecdotal evidence — most board
assemblers admit to having received
some recently

e Low value items counterfeited

o Counterfeit = an item made to look
externally like, and be passed off as,
another component

* Not ‘recovered’ / ‘re-cycled’ / ‘pre-
owned’ / ‘pre-used’ items from waste
stream

« More Scary?!
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o Opportunity increases as supply/demand rises

« Limited availablility of specialist devices
— rationing caused by OEM manufacturing limitations

 General market supply shortages
— New mass market item goes on-stream

 Need to source obsolete components
— Seen as major driver for counterfeiters
— Easiest way for counterfeits to get onto shop floor
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e Single source components with long lead times
— 26 — 52 weeks lead times
— Need to make product today

« Unavailability of necessary components for NP

e Customer pressure
— Faster turn around / time to market

e Necessity of purchasing components from the grey
market to satisfy customer demands
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* Best practice = secure supply from trusted and
reputable suppliers / brokers with appropriate
guality systems in place

« BUT...

« Reality of market pressures means...

e Cannot get what you need, when you need It!
e S0...
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* You do what your attentive supplier does and...
 Look on the internet

e This is what the counterfeiter is waiting for

* No choice but to look outside known supply routes

* True for grey market items from established /
regular suppliers / brokers
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o With very expensive grey market components
e Continuously vigilant / paranoid

 Money available for extra tests / QA to guarantee
these items

« BUT...
« With low value devices being counterfeited
e <$10
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* Arguably most damaging to reputation

« Small quantity of ‘good’ items supplied for test
« A few ‘good’ items at end of the reel

 Reel-based components often not checked prior to
placement
— Counterfeiter can re-label the entire reel

— Moisture prevention indicators / gel packs inside sealed
packages discourages checking inside

— If the external label appears to be correct...
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 Even if check some
o Usually they are off the end of the reel

e Can you afford to check all samples at incoming
Inspection? On every reel?

 Will your established broker / supplier check each
one for you? At what cost?

 Low component cost + High verification costs =
Easiest way for counterfeits into production
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e Once Into production

 Counterfeits not the first or easiest issue that will
be considered as the cause for bad product quality

* Instead you play...
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i
 |t's the reflow quality under the BGA

* It's the BGA (component supplier — not $10 item)
 |t's the reflow profile used

e |t's the solder paste

* |t's the board supplier

e |t's a lack of ESD protection

e |t's the designer’s fault

e |t's your fault !
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 What is the cost Iin time, money, effort, loss of

reputation and future business in playing the blame
game?

» Before identifying <$10 counterfeit as culprit and
then doing the rework (more cost)
 Downstream costs of counterfeiting are huge

e Lower value items — used by more people — means
the scam can work profitably on more people
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e |t looks OK Optically
— Quick visual inspection = main acceptance test
— Especially if low value item
— Not use a microscope or hand lens

 Makes it easier for counterfeiter
— Number of terminations is correct
— Molding is the right colour
— Shape and size is consistent (superficially)
— Printed information on device looks correct
— ‘Black Topping’ to re-print details

O Dage 2008 19



e |havea Cof C
e Long route component manufacturer to end user
e Passes through many hands

« Many opportunities for counterfeits to be put into
the system

e C of C no guarantee as externally the items appear
to be correct

If can ‘black top’ then printing a false C of C...
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o |f the outside appears correct what about the
inside?
— Can remove the lid from some packages
— Dissolve away the molding
— Such tests are destructive

e Even If item i1s OK, it cannot then be used

o So after THOROUGH Optical Inspection against a
known good sample

e Quick, non-destructive tests are ideally needed
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e X-ray inspection
— Non-destructive and offering high magnification
— See Iinside package quickly
— Observe die placement and internal wiring
— Compare to known good samples
— If all is OK then they can be used for production

— If not then by keeping the items in their sealed, as-
received packaging for inspection means they can be
returned for compensation / replacement
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o X-ray fluorescence
— Non-destructive
— Checks for chemical composition

— Especially good for PbSn components being passed off
as lead-free

— If all is OK then they can be used for production
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e Infra-red Microscopy

— Some sample modification
IS required

— Grinding of back surface
to access rear of silicon

— Allows surfaces of die &
bond sites/bonds to be
examined without
removing molding
compound

— Leaves device able to be
tested electrically
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 Solvent Body Softening
— Immerse sample in dichloromethane or Panasol®
— Plastic body and encapsulant swells
— Allows their removal
— Compare insides optically with known good sample

« Component De-lidding
— For ceramic & metal can devices
— Remove lid with blade / grind away top of package
— Compare insides optically with known good sample
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o X-ray inspection
 Nodie
 No wire bonding

e Easyto see
compared to known
good sample
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e Just because internal structure looks different does
not always mean a counterfeit

e Package design can change
 Need for known good samples
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e Counterfeits are an issue
* Not just expensive items — low value as well
e $10 billion problem!

e Implementing x-ray inspection and other non-
destructive technigues into a robust good
acceptance procedure is vital

e Adds cost
« Allows rejects with compensation
 What happens if you don’t do it?
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e Suggested strategy

 |f counterfeits found then it has its own unique
reference within a master spreadsheet ideally with
a reference known good item

e |ncorporate optical, supplier data, etc.

 Example spreadsheet available for download from
www.askbobwillis.com/counterfeit/component.xls

e Consider sharing your experience with others,
even anonymously
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‘Eternal Vigilance is the Price of Liberty’

attr. Thomas Jefferson



